U.S. Consulate General, Guayaquil

Vacancy Announcement

Number: 2016-HR-10 Tor ALL EMPLOYEES / ALL AGENCIES

Date: September 20, 2016 From: Donald Coleman, Management Officer

Subject: Residential Security Coordinator

OPEN TO: All interested candidates / All Sources
POSITION: Residential Security Coordinator
OPENING DATE: SEPTEMBER 20, 2016

CLOSING DATE: OCTOBER 4, 2016

WORK HOURS:  Full-time 40 hours/week

SALARY: Ordinarily Resident:
FSN-7: US$23,775 per annum

Not-Ordinarily Resident:
FP-7* US$41,206 per annum
* Final grade/step for NORs will be determined by Washington

Note 1:  All ordinarily resident (OR) applicants (See Appendix A for definition) must have the required work
and/or residency permits to be eligible for consideration.

Note 2:  All positions advertised are subject to availability of funds.

Note 3:  U.S. Citizens including U.S. Veterans who are not AEFMs (see definitions section) if hired will be
paid under the Local Compensation Plan.

IMPORTANT REMARKS:

1. Human Resources will only contact those applicants who demonstrate on their application form that they
meet or exceed all the position requirements (education, experience, language, knowledge and skills).
Regret letters will only be sent to short listed candidates and AEFMs.

2. For AEFMs: Highest previous rate is not an entitlement and is dependent on the funding availability of
each agency and on the exact nature of the previous experience.

The U.S. Consulate General in Guayaquil is seeking eligible and qualified applicants for the position of
Residential Security Coordinator in the Regional Security Office.



BASIC FUNCTION OF POSITION

The Residential Security Coordinator (RSC) reports directly to the Regional Security Officer (RSO) and serves
as the principal liaison officer for all residential security matters between U.S. Consulate General employees
and the Regional Security Office. The RSC works closely with Consulate General employees and the RSO to
ensure that the residential units meet existing residential security standards as identified in the Foreign Affairs
Manuel (FAM).

QUALIFICATIONS REQUIRED

NOTE: Applicants must address each required qualification listed below with specific information
supporting each item. Failure to do so may result in a determination that the applicant if not qualified. If
you submitted previous applications, you will still need to provide documentation for this position.

A. EDUCATION: Completion of secondary school is required. Send degree for consideration.

B. PRIOR WORK EXPERIENCE: Three years progressively responsible experience in an office or
administrative environment.

C. LANGUAGE PROFICIENCY: Spanish and English Level 11l (good working knowledge) required.
These will be tested.

D. KNOWLEDGE: Must have a working knowledge of office administrative procedures, residential
terminology and ability to understand basic design plan drawings, home alarm systems, locks, grill
work, or other residential security technologies.

E. SKILLS AND ABILITIES: Basic keyboard skills and computer literacy on a variety of software
applications (MS Word, Excel, PowerPoint, and Outlook) is required. Must have a valid type “B”
Sportsman driver’s license. Send copy of driver’s license for consideration.

FOR FURTHER INFORMATION

The complete position description listing all of the duties and responsibilities may be obtained on our website at
https://ec.usembassy.gov/es/jobs/ and/or by contacting the Human Resources Office gygrecruitment@state.gov.

HIRING PREFERENCE SELECTION PROCESS:

When qualified, applicants in the following hiring preference categories are extended a hiring preference in the
order listed below. Therefore, it is essential that these applicants accurately describe their status on the
application. Failure to do so may result in a determination that the applicant is not eligible for a hiring
preference.

HIRING PREFERENCE ORDER:

(1) AEFM / USEFM who is a preference-eligible U.S. Veteran*
(2) AEFM / USEFM
(3) FS on LWOP**

* IMPORTANT: Applicants who claim status as a preference-eligible U.S. Veteran must submit a copy of the
most recent Member Copy Four (4) of the DD-214, Certificate of Release or Discharge from Active Duty, and,
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if applicable, a letter from the U.S. Department of Veterans Affairs. If claiming conditional eligibility for U.S.
Veterans’ preference, applicants must submit proof of conditional eligibility. If the written documentation
confirming eligibility is not received in the HR office by the closing date of the vacancy announcement, the
U.S. Veterans’ preference will not be considered in the application process. Mission HR’s decision on
eligibility for U.S. Veterans’ preference after reviewing all required documentation is final.

** This level of preference applies to all Foreign Service employees on LWOP.

ADDITIONAL SELECTION CRITERIA

1.  Management will consider the following when determining successful candidacy: nepotism/conflict of
interest, budget, and residency status.

2. All applicants must be residing in Ecuador at the time of application per post policy. The only exceptions
are U.S. Citizens EFMs who have been given orders and a date to arrive at post. A copy of the orders must
be included in the application package.

3. Current OR employees serving a probationary period are not eligible to apply. Current OR employees
with an Overall Summary Rating of Needs Improvement or Unsatisfactory on their most recent Employee
Performance Report (EPR) are not eligible to apply.

4.  Currently employed NORs hired under a Family Member Appointment (FMA) or a Personal Services
Agreement (PSA) are ineligible to apply for advertised positions within the first 90 calendar days of their
employment, unless currently hired into a position with a When Actually Employed (WAE) work
schedule.

5. The successful applicant should be available to enter on duty within 30 days of being notified that
s/he has been selected and cleared for employment.

6.  All, including preference candidates, must meet all the requirements of the position at the time of the
application to be considered, that includes test results.

7.  Employment eligibility criteria for this position were established by the hiring supervisor.

8.  Tests to assess a candidate’s skill may be given to applicants for any position. Test results will become a
part of the candidate’s application package. If the applicant is not available for a test during the
established timeframe or if the applicant does not pass the test, then the applicant will not be interviewed.

9. The Consulate General will review work references or ask applicant for support documentation of any of
the information submitted on applications.

HOW TO APPLY

Applicants must submit the following documents to be considered. Failure to do so may result in a
determination that the applicant is not qualified:

1.

2.

Universal Application for Employment (UAE) (Form DS-174), which is available on our website or by
contacting Human Resources at GuayaquilHRForms@state.gov; and

Any additional documentation that supports or addresses the requirements listed above (e.g. transcripts,
degrees, work and/or residency permits etc.)

WHERE TO APPLY

Per email
e-mail: gygrecruitment@state.qgov

EQUAL EMPLOYMENT OPPORTUNITY
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The US Mission in Ecuador provides equal opportunity and fair and equitable treatment in employment to all
people without regard to race, color, religion, sex, national origin, age, disability, political affiliation, marital
status, or sexual orientation. The Department of State also strives to achieve equal employment opportunity in
all personnel operations through continuing diversity enhancement programs.

The EEO complaint procedure is not available to individuals who believe they have been denied equal
opportunity based upon marital status or political affiliation. Individuals with such complaints should avail
themselves of the appropriate grievance procedures, remedies for prohibited personnel practices, and/or courts
for relief.



Appendix A
DEFINITIONS

EFM This diagram demonstrates how an Appointment
Eligible Family Member (AEFM) is also a U.S.-
citizen Eligible Family Member (USEFM) as well

USEFM as an Eligible Family Member (EFM).

AEFM

1. Eligible Family Member (EFM): An EFM for employment purposes is defined an individual who meets
all of the following criteria:

U.S. Citizen or not a U.S. Citizen; and

Spouse or same-sex domestic partner (as defined in 3 FAM 1610); or

Child, who is unmarried and under 21 years of age or, regardless of age, is incapable of self-support. The
term “child” shall include, in addition to natural offspring, stepchild, adopted child, and a child under legal
guardianship of employee, spouse, or same-sex domestic partner when such child is expected to be under
legal guardianship until 21 years of age and when dependent upon and normally residing with the guardian;
or

Parent (including stepparents and legally adoptive parents) of employee, spouse, or same-sex domestic
partner, when such parent is at least 51 percent dependent on the employee for support; or

Sister or brother (including stepsisters and stepbrothers, or adoptive sisters or brothers) of the employee,
spouse, or same-sex domestic partner when such sibling is at least 51 percent dependent on the employee for
support, unmarried, and under 21 years of age, or regardless of age, incapable of self-support; and

Listed on the travel orders or approved Form OF-126 of a sponsoring employee, i.e., a direct-hire Foreign
Service, Civil Service, or uniformed service member who is permanently assigned to or stationed abroad or,
as appropriate, at an office of the American Institute in Taiwan; and

Is under chief of mission authority.

2. U.S. Citizen Eligible Family Member (USEFM): A USEFM is an individual who meets all the following
criteria:

U.S. Citizen; and

Spouse or same-sex domestic partner (as defined in 3 FAM 1610) of the sponsoring employee; or

Child of the sponsoring employee who is unmarried and at least 18 years old; and

Listed on the travel orders or approved Form OF-126 of a sponsoring employee, i.e., a direct-hire Foreign
Service, Civil Service, or uniformed service member who is permanently assigned to or stationed abroad or,
as appropriate, at an office of the American Institute in Taiwan; and resides at the sponsoring employee’s
post of assignment abroad, or as appropriate, at an office of the American Institute in Taiwan; and is under
chief of mission authority; or

resides at an Involuntary Separate Maintenance Allowance (ISMA) location authorized under 3 FAM
3232.2; or

Currently receives a U.S. Government retirement annuity or pension from a career in the U.S. Foreign
Service or Civil Service.
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3. Appointment Eligible Family Member (AEFM): An AEFM is an individual who meets all of the
following criteria:

U.S. Citizen; and

Spouse or same-sex domestic partner (as defined in 3 FAM 1610) of the sponsoring employee; or

Child of the sponsoring employee who is unmarried and at least 18 years old; and

Listed on the travel orders or approved Form OF-126 of a sponsoring employee, i.e., a direct-hire Foreign
Service, Civil Service, or uniformed service member who is permanently assigned to or stationed abroad or,
as appropriate, at an office of the American Institute in Taiwan (AIT); and

Is under chief of mission authority; and

Is residing at the sponsoring employee's post of assignment abroad or, as appropriate, at an office of the
American Institute in Taiwan; and

Does NOT currently receive a U.S. Government retirement annuity or pension from a career in the U.S.
Foreign Service or Civil Service.

Member of Household (MOH): A MOH is an individual who meets all of the following criteria:

A MOH is someone who accompanies or joins a direct-hire Foreign Service, Civil Service, or uniformed
service member permanently assigned to or stationed abroad or, as appropriate, at an office of the American
Institute in Taiwan; and

A MOH must be officially declared to the COM by the sponsoring employee as part of his/her household;
and

A MOH is under COM authority;

A MOH may include a parent, unmarried partner, other relative, or adult child;

A MOH may or may not be a U.S. Citizen;

A MOH is not an EFM;

A MOH is not listed on the travel orders or approved Form F-126 of a sponsoring employee.

Not Ordinarily Resident (NOR) — An individual who meets the following criteria:

e An EFM, USEFM or AEFM of a direct-hire Foreign Service, Civil Service, or uniformed service
member permanently assigned or stationed abroad, or as appropriate, at an office of the American
Institute in Taiwan; or

Has diplomatic privileges and immunities; and

Is eligible for compensation under the FS or GS salary schedule; and

Has a U.S. Social Security Number (SSN); and

Is not a citizen of the host country; and

Does not ordinarily reside in the host country; and

Is not subject to host country employment and tax laws.

NOR employees are compensated under a GS or FS salary schedule, not under the LCP.

6. Ordinarily Resident (OR) — An individual who meets the following criteria:

e A citizen of the host country; or

e A non-citizen of the host country (including a U.S. citizen or a third-country national) who is locally
resident and has legal and/or permanent resident status within the host country and/or who is a holder of
a non-diplomatic visa/work and/or residency permit; and/or
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e Is subject to host country employment and tax laws.

EFMs without U.S. Social Security Numbers are also OR. All OR employees, including U.S. citizens, are
compensated in accordance with the Local Compensation Plan (LCP).



INTERAGENCY POST EMPLOYEE POSITION DESCRIPTION

Prepare according to instructions given in Foreign Service National Handbook, Chapter 4 (3 FAH-2)

1. Post 2. Agency

3a. Position Number

AMCONGEN GUAYAQUIL DOS 311802 A56022

3b. Subject to Identical Position? Agencies may show the number of such positions authorized and/or established after the “Yes” block.

D Yes DNO

4. Reason for Submission
D a. Redescription of duties: this position replaces

(Position Number) , (Title)

(Series) (Grade)

D b. New Position

D c. Other (explain)

NEW EMPLOYEE IN POSITION

5. Classification Action Position Title and Series Code Grade Initials Date

(mm-dd-yyyy)

a. Post Classification Authority
FRC

RESIDENTIAL SECURITY COORDINATOR, FSN 701

b. Other

c. Proposed by Initiating Office

6. Post Title Position (If different from official title)

7. Name of Employee
VACANT

8. Office / Section
U.S. CONSULATE GENERAL

a. First Subdivision
REGIONAL SECURITY OFFICE

b. Second Subdivision

c. Third Subdivision

9. This is a complete and accurate description of the duties and
responsibilities of my position

10. This is a complete and accurate description of the duties and
responsibilities of this position

Printed Name of Employee

Signature of employee Date (mm-dd-yyyy)

Printed Name of Supervisor

Signature of Supervisor Date (mm-dd-yyyy)

11. This is a complete and accurate description of the duties and
responsibilities of this position. There is a valid management
need for this position

12. | have satisfied myself that this is an accurate description of this
position, and | certify that it has been classified in accordance with
appropriate 3 FAH-2 standards.

Printed Name of Chief or Agency Head

Printed Name of Admin or Human Resources Officer

Signature of Section Chief or Agency Head Date (mm-dd-yyyy)

Signature of Admin or Human Resources Officer Date (mm-dd-yyyy)




13. BASIC FUNCTION OF POSITION

The Residential Security Coordinator (RSC) reports directly to the Regional Security Officer (RSO) and serves as the principal liaison officer for
all residential security matters between U.S. Consulate General employees and the Regional Security Office.. The RSC works closely with
Consulate General employees and the RSO to ensure that the residential units meet existing residential security standards as identified in the
Foreign Affairs Manuel (FAM). As Guayaquil utilizes a Housing Pool, the RSC inspects residences, notes any security deficiencies and
ensures that they are rectified prior to the signing of any leases or the occupancy of any dwelling. The RSC additionally is responsible for
residential emergency action planning, residential warden systems for all Consulate General employees as well as emergency equipment,
supplies, and keeping numerous controlled items such as maps, booklets, and briefings up to date and distributed accordingly. The RSC must
become intimately familiar with the FAM regarding residential security and the RSO budget with respect to residential security funding codes.

14. MAJOR DUTIES AND RESPONSIBILITIES

RESIDENTIAL INSPECTIONS 35%

The RSC conducts residential surveys of all prospective Mission residences prior to the acquisition of any residence that will be directly or
indirectly leased or purchased by the USG or any member of this mission, in order to ensure that all residences meet DS standards. The RSC
conducts ongoing on-site residential security inspections throughout the year of all Post residential houses and areas. This will be done to
promptly address possible on-going and re-occurring security issues that need to be addressed to ensure what upgrades are needed and
ensure they have been installed in accordance with all applicable regulations. These include both apartment and single-family residences.
Single-family residences are much more complicated, time consuming, and require a longer written survey report and usually require more
security upgrades. The RSC then coordinates with appropriate sections of the Consulate General’s (GSO) craftsmen, other GSO
personnel(when applicable) and the alarm service contract company. The RSC is responsible for the installation of security equipment and
alarms, ensuring that recommended upgrade work is scheduled, and done properly before occupancy. Security upgrade recommendations
may include but are not limited to windows, doors, locking devices, grill work, alarm systems, security lighting, security doors, and/or escape
hatches.

The RSC assists the RSO in conducting physical security inspections of all USG buildings (Warehouses and any other government leased
housing and buildings) at least every 5 years and provides written surveys that determine security upgrade needs and recommendations to
ensure they conform to DS standards.

RESIDENTIAL LIAISON 30%

The RSC serves as a liaison between the U.S. Consulate employees, GSO, craftmen, and alarm company technicians, responding verbally
and in writing on residential security issues and questions. The RSC explains (generally in the host country language) the security upgrades
that they must provide and gives technical assistance and recommendations to them regarding the installation of security equipment. The RSC
frequently assists in establishing agreements between the USG employee and the landlord concerning occupancy that are not always
specifically on security issues, but issues of their safety and well-being. The RSC helps the facilities maintenance representative, the tenant,
and landlord identity possible securityhazards and other vulnerabilites. The RSC also advocates for the inclusion of child-safety issues and
offers practical solutions to accommodate USG families. These safety upgrades may include but are not limited to “limit-open” devices on
windows, protection on stairways, and open railings, and insufficient protection at balcony edges.

The RSC liaises, as needed, with various building and neighborhood administrations as well as local police and residential security services
regarding various topics to include new security procedures, recent criminal activity, and communal rules and regulations. The RSC provides
residential security expertise and advice to these various entities that often lack professional residential security training. All of these meetings
are usually conducted in Spanish.

The RSC is the primary Consulate General liaison with the contracted alarm company. The RSC receives, verifies, and prepares all
procurement documents related to residential alarm services. RSC coordinates appointments for alarm system installations, repairs, upgrades,
maintenance, and finally, the removal of the alarm system when tenant leaves. In addition, the RSC prepares monthly reports to the
RSOregarding personnel alarm usage per activity.

ADMINISTRATIVE WORK 20%

The RSC drafts written surveys, re-inspection reports, work orders, keeps a record of all correspondence on security issues to and from USG
employees, the alarm company and the RSO office. Also prepares spreadsheets to manage a running inventory of alarm components of each
residence and keeps an alarm usage log based on reports from the alarm company monitoring station.

The RSC maintains work files with all security related information on current and former USG residences. Monitors arrivals and departures of
employees to ensure mobile patrol service is in place or terminated where required. Maintains a work completion/cost log, recording security
upgrade obligations incurred on each lease/rental holding and a current listing of residence assignments noting equipment installed.




The RSC oversees, plans, and manages the residential security budget and inventory. This includes USG-owned residential security devices,
safe-haven doors, Mylar SRWF, motion-sensitive lighting, alarm systems, and related components.

The RSC maintains all residential emergency preparedness packets for each household, each RSO emergency response vehicle, and in
safehaven locations. The RSC keeps this information updated and distributed as necessary.

The RSC is responsible for all emergency supplies located in safe haven areas, and dig out kits in each designated residential security warden
location.

RESIDENTIAL EMERGENCY PREPAREDNESS 15%

The RSC serves as the residential security link between the Regional Security Office's overall Emergency Preparedness Program. This
includes organizing the Neighborhood Warden Program, taking GPS coordinates of all Consulates’ residences, and maintaining the RSO's
Emergency Contact Database. The RSC also tracks current TDY employee levels and locations, usually local hotels, in case of disasters or
emergencies. The RSC may be required to respond to after-hours emergency and administrative issues with respect to residential alarm
systems and other residential security matters.

Note: “This position description in no way states or implies that these are the only duties to be performed by incumbent. Incumbent will be
required to perform other duties as assigned by the agency.

15. REQUIRED QUALIFICATIONS

EDUCATION: Completion of secondary school is required.
PRIOR WORK EXPERIENCE: Three years progressively responsible experience in an office or administrative environment.

POST ENTRY TRAINING: No specific post-entry training will be available other than on-the-job training conducted by RSO and elements of
GSO.

LANGUAGE PROFICIENCY: Spanish/ English Level lll (good working knowledge) required.

KNOWLEDGE: Must have a working knowledge of office administrative procedures, residential terminology and ability to understand basic
design plan drawings, home alarm systems, locks, grill work, or other residential security technologies.

SKILLS AND ABILITIES: Basic keyboard skills and computer literacy on a variety of software applications (MS Word, Excel, PowerPoint
Outlook, etc) is required. Must have strong interpersonal and communications skills. Ability to assess problems and independently develop
realistic solutions (e.g. how to plan for and administer available funds and equipment) is needed. Must have a valid type “B” sportsman driver’'s
license.

16. POSITION ELEMENTS

SUPERVISION RECEIVED: Incumbent will report directly to the RSO and must be able to analyze his/her own workload and adjust his/her
schedule accordingly.

AVAILABLE GUIDELINES: 12 Foreign Affairs Manual, Residential Security Program Handbook and other post-specific policies.
EXERCISE OF JUDGMENT: Incumbent must demonstrate sufficient judgment in handling sensitive issues that he/she may have access to.
AUTHORITY TO MAKE COMMITMENTS: None

NATURE, LEVEL, AND PURPOSE OF CONTACTS: Incumbent may have to help negotiate security upgrade issues along with GSO and on
behalf of prospective tenants. Will have to coordinate with GSO section to ensure all security inspection recommendations are acted upon.

SUPERVISION EXERCISED: None

TIME REQUIRED TO PERFORM FULL RANGE OF DUTIES AFTER ENTRY IN TO THE POSITION: Within one year of assignment.

DS-298 (Formerly OF-298)
04-2008
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